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Abstract  

 

The emerging of the e-Commerce provides more and more businesses opportunities 

to vendors and manufacturers. However, the expeditious evolution of e-Commerce has 

also caused challenging security issues. To protect vendors and consumers from being 

victimized, various trust models have been used in e-Commerce practices. 

Nevertheless, a strict verification and authentication process may pose unnecessarily 

heavy cost to the vendor. 

This paper presents a solution to reduce costs for vendors. A framework that 

consists of three functional blocks is proposed.  These are Fuzzy Trust Module, Cost 

Evaluation Module, and Parameter Tuning Module. The Fuzzy Trust Module makes 

trust decisions based on inputs such as the customer’s credit history and the price of the 

goods. The Cost Evaluation Module takes the output of Fuzzy Trust Module, as well as 

other information, to evaluate the normalized cumulative cost of the transactions. Based 

on the cost, the Parameter Tuning Module optimizes the performance of the system by 

adjusting the structural parameters of the Fuzzy Trust Module. With this new approach, 

more realistic trust decisions can be reached.  



I. Introduction 

 Electronic Commerce (e-Commerce) is defined as the conduct of commerce in 

goods and services with the assistance of telecommunications and telecommunication-

based tools [1]. In the past few years, Internet technologies for e-Commerce have been 

developed rapidly, and many companies have taken advantage of the opportunity to 

expand their business. Customers also benefit from buying merchandises from the 

Internet due to the convenience and flexibilities provided.  

However, the rapid popularization of e-Commerce has also raised challenging 

security issues. CERT (Computer Emergency Response Team), which monitors reports 

of computer network security breaches from around the world, has also noticed that the 

increase in the number of reported incidents in the past few years has almost been 

exponential [2,3]. Security and trust are the critical issues to e-Commerce. Conduction 

of e-Commerce transactions successfully is built upon the mutual trust relationship 

between the customer and the vendor. If there is no trust at the customer side, the 

customer will not make a purchase at the website. On the other hand, if the vendor does 

not have trust in a customer, he/she will not provide the goods or service to the 

customer.  

In the traditional business model, the transacting parties build trust relationship by, 

for instance, using face-to-face communications or reputation. In e-Commerce, their 

only connection is the Internet. On the vendor's side, how can one deliver goods to a 

party never met or even never heard of?  Similarly, the feeling of security at the 

customer’s side can give him/her a confidence to participate in web-based transactions. 

Hence there should be security measures to ensure the trust.   

 2



The need to confirm the identity of users, the authenticity of messages, and the 

integrity of messages or communications is referred to as authentication. A basic 

authentication scheme uses a PIN number and password for authenticating an identity.  

Advanced and strong authentication schemes combine a number of techniques 

including certified digital signature, certificate, and public-key cryptography to achieve 

the purpose of proof of identity [4].   

Currently there are a number of trust-models for e-Commerce applications. These 

models attempt to obtain the maximum of trust with minimum of risks [5-11].  Among 

these models are X.509, PGP and SDSI & SPKI models. X.509 is an ISO/CCITT 

standard which defines the formal framework to provide authentication across 

networks. PGP (Pretty Good Privacy public-key cryptographic system) was created 

primarily for encrypting e-mail messages using public or conventional key 

cryptography.  The SDSI & SPKI trust model was proposed to simplify the "complex" 

X.509 model.  It supports both web and hierarchical trust models.  These trust models 

have been widely used in e-Commerce practices. However, the verification and 

authentication process may also pose heavy cost to the vendor while most of the 

transactions are at a normal state and most customers are with excellent records. 

It can be noted that cryptographic mechanisms alone cannot solve the entire 

problem. Manchala and Su [12-14] proposed a supplemented method called Trust 

Matrix to handle the problem of security in e-Commerce on the Internet. Their Trust 

Matrix model is based on Fuzzy Trust Logic. Trust decision can be reached utilizing the 

predefined Trust Matrix. The model proposed in [12-14], though, is static. It does not 

change over the time. How to obtain the Trust Matrix in the first place is also an issue. 
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Previously, intuition rather than science played a large rule in the design of the Trust 

Matrix. 

In this paper, a new strategy has been proposed to allow monitoring of on-line 

transactions. This objective is achieved by dynamically adjusting the Trust Matrix. In 

the model proposed in the paper, three functional blocks: a Fuzzy Trust Module, a Cost 

Evaluation Module, and a Parameter Tuning Module, are introduced, as shown in Fig. 

1. 
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Fig. 1.  Fuzzy Logic Based Trust Model.  

 
 The Fuzzy Trust Module in Fig. 1 is basically the same as the one used in [12-14], 

which produces trust decisions based on inputs such as price and credit history. The 

Cost Evaluation Module is used to evaluate the cost transactions based on the inputs to 

the Fuzzy Trust Module, the decision from that, and actual behavior of the customer 
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involved in the transactions. Sometimes information about actual behavior of customers 

is not available. The Cost Evaluation Module thus has a built in mechanism to simulate 

customers’ behavior. The Cost Evaluation Module produces the cost of transaction 

based on the available data, which is in term used as the inputs by Parameter Tuning 

Module. This last Module tunes the values of Fuzzy Trust Module (or the Trust Matrix) 

to minimize the cumulative cost of the transactions. 

  The remaining of the paper is organized as follows. Basics of trust modeling are 

overviewed in Section II. Steps for the construction of the Fuzzy Trust Module are 

outlined in Section III. In Section IV, the design of the Cost Evaluation Module is 

presented. Methods for tuning the Fuzzy Trust Module are discussed in Section V. 

Simulation results are given in Section VI. The paper ends with concluding remarks. 

 

II. Basics of Trust Modeling  

2.1  Objective and Basic Idea of Trust Modeling 

A main objective of trust modeling is to minimize the risk involved in e-Commerce 

while maximizing the profit.  It is clear that the safest approach to protect business is to 

verify each transaction. However as one can imagine, this will be an overburden cost to 

vendors and ultimately customers in the case that most transactions are normal and 

most customers have good history; therefore, it may not be wise to verify each 

transaction.  A reasonable approach is to distinguish unsafe transactions from safe ones; 

thus the system only needs to verify the potentially unsafe transactions. Each 

transaction will be rated a “trust” level based on the customer and transaction 

 5



information. If the rating is within a certain threshold, it will be assumed “safe”; 

otherwise it will be assumed “unsafe”. By doing this, the vendor can save much of the 

cost incurred by the authentication and verification process. 

Now the problem is how to create a model to measure the trust level and distinguish 

between the safe transactions from the unsafe transactions. One approach is the fuzzy 

reasoning approach proposed by Manchala and Su [12,13]. The idea is simple: Two 

trust variables are used to describe the level of trust on a particular transaction. The 

relationship between the variables can be represented as a Trust Matrix (TM). The 

fuzzy variables are variables that can measure the trust level. These include transaction 

history or credit history and cost per transaction.   

2.2 Basics for Fuzzy Trust Modeling 

In this section some basics of the Fuzzy Trust Modeling [12] is discussed. 

Trust 

Trust is defined in terms of trust variables it depends upon. Some of these trust 

variables include price of goods, number of transactions/microtransactions, transaction 

history, etc.  

Fig. 2 illustrates a trust region called a trust zone. One could define trust on the 

basis of verifying a transaction as follows: every transaction that falls within the trust 

zone is trust-worthy and hence need not be verified. 

 

 

 6



Price of Goods
micro small medium high expensive

worst

bad

normal

good

excellent

V V

V V

V

V

V

V

V

V

V

V

V

V

VV

Trust Zone

V : Verify every transaction

C
re

di
t H

is
to

ry

 

Fig. 2. Trust matrix between “Price of Goods” and “Credit History”. 

Transacting entity  

Any entity that engages itself in an electronic commerce transaction is a transacting 

entity. This entity could be a customer, a vendor, a broker, an intelligent agent, a 

payment server or any intermediary (for example a trusted intermediary). 

Verification  

In order to ensure the security of the transaction, the system needs to get the 

particular information of a customer through encrypted information to make sure of his 

identity and validity of his payment, this process is called verification. 

Trust variables  

Trust variables are variables that are related to trust, that is, the customer’s credit 

history, cost per transaction, etc. 
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Semantic relationship  

Two trust variables are semantically related if their combination quantifiably 

measures trust.  

Electronic commerce trust relationship (ECTR) 

Two trust variables are ECT related if there is a semantic relationship between 

them. The ECTR can be represented as: 

T = {((x, y), z) | (x, y) ∈ XxY, z ∈Z}. 

where X and Y are two fuzzy variable sets, Z is an action over which X and Y are 

related, and T is a trust matrix. 

Weighted trust surface (WTS) 

The WTS of an ECTR is defined as the surface defined by the elements of T that 

are below and under a certain threshold θ. 
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Fig. 3.  Weighted trust surface. 
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Fuzzy trust surface (FTS) 

The FTS is generated by replacing the numeric values with fuzzy subsets of 

linguistic values in the weighted trust surface given in Figure 3.  

2. 3 Trust Variables and Their Semantic Relationships 

The most commonly used trust variables are credit history and cost.  Now let’s have 

a look at these fuzzy variables and their semantic relationships. 

History 

The history variable is a rating of the customer’s credit history. The higher the 

value, the better the customer’s transaction history, thus the higher the trust level should 

be.  

Price 

The price variable is the price of the goods the customer wants to buy. The higher 

the price value, the more risk the vendor will face to deliver the goods or service. Thus 

the trust level will be lower.  

Semantic relationships between history and price  

     If a customer’s history is good and the amount he attempts to buy is not high, the 

trust level should be higher; otherwise the trust level should be lower. Thus there is 

strong semantic relationship between credit history and the amount of each transaction.   
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III. Construction of Fuzzy Trust Module 

The first block in the proposed framework is to construct the Fuzzy Trust Module, 

as shown in Fig.1. It can be built based upon the Sugeno fuzzy [15,16]. 

The generic form of the first-order Sugeno model takes the form: 

  if x is A and y is B then z = p*x + q*y + r 

where A and B are fuzzy sets,  p, q, and r are all constants.  A simpler zero-order 

Sugeno model is adopted here. It has the following form:  

   if x is A and y is B then z = k  

where A and B are fuzzy sets, and k is a crisply defined constant.     
 
Relating the trust modeling problem to the Sugeno fuzzy model, it is clear that x is 

price, y is credit history and z is trust level. A challenging issue in Fuzzy modeling is 

how to design and modify the fuzzy surface, as shown in Fig.4, such that the trust 

decisions made according to the Fuzzy model minimize the risk while maximize the 

profit. Mathematically, this is the issue of tuning the fuzzy surface parameters such that 

a predefined objective function is optimized. The next two sections address in detail 

this critical issue. 

 

Fig. 4.  Credit history-price surface. 
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IV. Cost Evaluation Module 

The second block in our framework is to construct the Cost Evaluation Module, as 

also illustrated in Fig. 1. Since we do not have an actual on-line shopping system to 

observe the transactions to test our concept the required data must be generated for each 

customer who comes to buy goods over the Internet. The optimization problem can 

then be defined as searching for the minimum cost of verification for all the 

transactions. Mathematically, the following is to be minimized. 
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where Ci is the ith verification’s cost and Pi is the price of goods for the ith transaction. 

There are three possible values of Ci according to the events. 

                                                            Cost of verification for the ith transaction       

                                  Ci                       Price of goods (Pi) for the ith transaction 

                                                             0                    

The logic for the assignment of Ci is given as follow.  When Ci = cost of verification 

means that we will verify that transaction.  On the other hand, if we do not verify the 

transaction and the customer intend to cheat, then Ci = price of goods.  Ci= 0 indicates 

that we do not verify the transaction and it happens that the transaction is good.   

  The denominator given in Eq. (1) is used to normalize the cost function. The 

objective of the system is to minimize the cost function, which can be achieved by 

minimizing the verification cost while maximizing the income. The cost evaluation 

 11



block is designed to calculate the accumulative normalized cost. The detail flow chart is 

given in Fig. 5. 

Since the data about the actual behavior of the customers is not available, the 

module generates randomly bad transactions with predefined probability that is related 

to trust levels of customers.                                                                                          
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      The probability of cheating is related with the credit history of the customer by a 

nonlinear function. An example of such a function is given in Fig. 6. The idea behind 

this function is that if credit history is one, which is maximum value then the 

probability of cheating is zero. The probability of cheating is gradually increased while 

the value of credit history reaches its minimum value. The equation is selected to build 

the relationship between the two entities in this case as follows: 

y = [1-(α*3x(1-x)2+β*x2 (1-x)+x3)]                  (2) 

where x is the credit history, y is probability of cheat. The parameter α and β are used 

to shape the curve. (In Fig. 6. α and β =1).  
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Fig. 6.  Relationship between Credit History and Probability of Cheating. 

  In the next step of the procedure, cheating and non-cheating transactions are 

generated with a roulette wheel. By using a preset probability of cheating (P), the 

roulette wheel can be created as shown in Fig. 7. 
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Fig. 7.  Roulette Wheel. 

 
    The remaining of the flow chart in Fig. 5 is easy to follow. For instance, if the 

transaction was bad (the customer intended to cheat), and the transition was not 

verified, the cost (or loss) was then the price of the goods. On the other hand, if the bad 

transaction was uncovered by a verification procedure. The penalty was only the cost 

for the verification. 

 

V. Parameter Tuning Module 

The last block in the framework shown in Fig. 1 is the Parameter Tuning Module 

The aim of parameter tuning is to adjust the shape of the surface such that the 

performance index (in this case the cost function is given in Eq. (1) in the last section) 

is optimized.  

A number of methods can be used to perform the optimization task, including 

Nonlinear Least Squares, Simulated Annealing, and Genetic Algorithm (GA). In this 

research, Genetic Algorithm is selected to do the job under the consideration due to a 

number of reasons. First, GA does not need a functional form for cost function, which 
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suits our problem well. Secondly, GA can avoid local minimum points. A disadvantage 

of GA is its computational cost, which is not a crucial issue here. 

5.1 Overview of GA 

A genetic algorithm (GA) is composed of three main components: 1) initialization, 

2) evaluation, and 3) genetic operations [17-19]. 

1) Initialization: In a GA, a possible solution for the optimization problem is 

called a chromosome. A set of chromosomes represents a group of candidate 

solutions called a population. A GA begins with an initial population and 

thereafter generates better ones to find potentially an optimal solution. Each 

chromosome is usually represented by a binary vector. 

2) Evaluation: Each chromosome is evaluated to obtain its fitness function like 

the one defined in Eq. (1). The fitness function evaluates the performance 

against other chromosomes of a certain chromosome to the optimum solution. 

3) Genetic operations: Three genetic operators, namely selection, crossover, and 

mutation, are applied to generate chromosomes to form a new generation, by 

utilizing chromosomes from its preceding generation.  

- Selection: This operator selects a chromosome from the current population 

to reproduce. The probability of a chromosome to be selected can be 

proportional its fitness value. 

- Crossover: This operator exchanges portions of chromosomes between 

selected chromosomes; as in nature it recombines the genetic materials of two 

parental chromosomes to produce two offsprings. The chromosomes are 
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broken randomly at the same place and combined together to create two new 

offspring chromosomes. 

- Mutation: This operator causes intermittent and random alteration of binary 

bits (changing zero to one and vice versa) of chromosome strings to introduce 

potentially better ones to the next generation of offsprings. 

5.2. Tuning method based on genetic algorithm  

How to choose a proper trust surface function for tuning the Fuzzy Trust Module is a 

crucial step. In this framework, a µ-law function is selected as the tuning function [20] 

due to its compactness and effectiveness.  Basically, the µ-law function defines a trust 

surface with a number of variables.  By changing these variables, the trust surface 

varies accordingly.  For the detailed µ-law tuning method, readers are referred to [20] 

where the µ-law method was proposed to tune a fuzzy PD controller.  Actually, the 

problem under the consideration is very similar to the fuzzy PD control problem, as 

both problems have two inputs and one output.  

Once the set of surface variables to be tuned is determined, the next step is to 

initialize GA parameters including size of the mating pool, crossover probability and 

mutation probability, which determine whether these operators are invoked or not. 

Once GA parameters are initialized, a set of original chromosomes is generated 

randomly. The fuzzy surface can then be constructed by using the chromosomes in the 

mating pool. The fitness of each parameter can be evaluated according to the cost 

function. 

After evaluating the fitness, new offsprings will be generated following the three 

steps in the GA: selection, crossover, and mutation.  
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Fig. 10. Tuning procedure based on GA. 

 Finally, the new mating pool is populated by the offsprings. The above procedure 

is repeated until the output satisfied the desired criteria or certain terminal conditions 

are satisfied. The flow chart of the tuning based on GA is shown in Fig. 10. 
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After many experimental runs for tuning, the following parameter values were used 

in the experimentation: 

- Mating pool size is set to 20  

- Crossover probability is set to 0.8 

- Mutation probability is set to 0.04 

 

A pair of trust surfaces before and after GA tuning is given in Fig. 11.  Note that the 

surface was initialized as a plane.  The resulting surface is a curved one.  The 

effectiveness of the tuning procedure in terms of the cost will be illustrated in the next 

section. 

               (a)                                                                       (b) 
Fig. 11.  Surface of Fuzzy Trust Matrix Tuning  

(a) Initial plane  (b) Final plane 
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VI. Simulation Results 

In our simulation model, we have the following assumptions: 

1. Price and credit history are normalized to [0,1] and generated by gaussian 

random with parameters (µ,σ2) = (0.5,0.16). Any value outside [0,1] is assigned to the 

nearest boundary value. 

2.  Probability of cheating is mapped from credit history using a function shown in 

Fig. 6. 

      3.  The threshold value used to decide whether to verify or not verify is fixed to 0.5 

in the first set of simulations. 

4.  The cost for an individual verification is assigned to be 0.01. 

5. Cheating transactions are randomly generated based on the probability of 

cheating.   

The simulation results presented in this section were derived from 5,000 

transactions, which were randomly generated. The results presented in Fig. 12 show 

that the normalized cost defined in Eq. (1) is dramatically reduced after a number of 

iterations. To start the procedure, the first transaction is always verified. After that the 

algorithm selects those to verify. From the 5,000 transactions, the program verified 97 

transactions due to either high price or low credit history (the decision using the fuzzy 

surface) and a roulette wheel scheme generated 56 cheating transactions. The credit 

history parameter allows us to detect many of these cheating transactions by verifying 

them before they cause any damage. The verification cost is added to the normalized 

cost but the price for that transaction is not included in the calculation because we do 

not sell any goods or service. Such event cause spikes in the normalized cost curve. 
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Fig. 12.  Normalized Cost vs. Number of Transactions. 

The first 100 transactions are plotted in Fig. 13 to show the inclination of 

normalized cost. 

 

Fig. 13.  First 100 Transactions. 
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The major weakness of the Fuzzy Trust Matrix that it is vulnerable to contour 

discovery attacks [12-14]. Contour discovery means that the boundary of a trust zone 

has been discovered by an attacker. The attacker can monitor transactions between 

trusted customers and vendors, in which all private data such as price, customer’s name 

and transaction’s success or failure may expose to the attacker. In order to protect 

contour discovery of the trust zone, the strategy of random threshold for trust decision 

is adopted here, which means that the boundary of trust zone keeps changing randomly 

therefore the transactions can be randomly selected for verification. The result in Fig. 

13 shows that the numbers of verifications have been increased to148 transactions or 

53% due to the randomness of thresholds. This is the price we have to pay to protect the 

trusted zone, though it is still comparatively acceptable.  

 

Fig. 13.  Normalized Cost vs. Transactions simulated under Random Threshold. 
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VII. Concluding Remarks 

The aim of this research is to develop a more cost effective trust modeling method 

for e-Commerce transactions. The proposed modeling mechanism comprises three 

functional blocks: Fuzzy Trust, Evaluation and Parameter Tuning Modules. With this 

new approach, more realistic trust decisions can be reached. In turn, vendors are 

potentially able to minimize risks involved in e-Commerce while maximizing their 

profit.  

 The issue of Contour Discovery has been discussed. The problem can be tackled by 

protecting the trusted zone. Verifications can take place at any transaction within a 

preset range of thresholds. Once the procedure is established, the contour will randomly 

change. Even continuously eavesdropping transactions between the customer and the 

vendor, the hacker may not be able to discover the contour of the trusted zone.  

There still exist issues for future research. The transaction framework proposed in 

this paper involves only two parties:  vendor and customer. In this case, the vendor 

maintains the trust table and handles the transaction directly.  However, customers and 

vendors may prefer to have an intermediary (broker) to handle the task of user 

verification and payment processing. In such cases, there will be two types of trust 

tables, one between the vendor and the broker and the other between the broker and the 

customer. How are these two types of tables related? How is the trust propagated? 

These are open issues to be addressed in the future studies. 

 22



References 

[1]  A. Constantinescu, “A history of business on line,” 

          http://www3.sympatico.ca/aurora.constantinescu/santa_ecomm/frames.html. 

[2]  M. Rappa, “Security and Encryption,” Managing Digital Enterprises, 

http://digitalenterprise.org/security/security.html. 

[3]  M. Sirbu and J. D. Tygar, “NetBill: An Internet Commerce System Optimized for 

Network Delivered Services,” http://www.ini.cmu.edu/netbill/pubs/CompCon_ 

TOC.html.  

[4]  E. W. Felten, D. Balfanz, D. Dean, and D. S. Wallach, “Web Spoofing: An 

Internet Con Game,” http://www.cs.princeton.edu/sip/pub/spoofing.html.  

[5]  E. Al-Hajery, “Trust Model in PGP and X.509 Standard PKI,” April 9, 2001, 

http://www.sans.org/infosecFAQ/encryption/trust_model.htm. 

[6]  Y. Yang, M. Private, and L. Brown, “Tokens of Trust: Different Certificates for 

Different Trust Models,” http://www.cs.adfa.oz.au/~yany97/NZ99.html. 

[7]  E. Al-Hajery, “Trust Model in PGP and X.509 Standard PKI,” April 9, 2001, 

http://www.sans.org/infosecFAQ/encryption/trust_model.htm. 

[8] R. L. Rivest and B. Lampson, “SDSI - A Simple Distributed Security 

Infrastructure,” http://theory.lcs.mit.edu/~rivest/sdsi10.html. 

[9]  C. M. Ellison,  B. Frantz, B. Lampson, R. L. Rivest, B. M. Thomas and T. 

Ylonen, “SPKI Certificate Theory,” Internet Draft, 1997. 

[10] E. Gerck, “Overview of Certification Systems: X.509, CA, PGP and SKIP,” 

http://www.mcg.org.br/cert.htm. 

[11]  S. Turner and A. Aresenault, “Internet X.509 Public Key Infrastructure: 

Roadmap,” IETF Internet Draft, June 2002. 

[12] D. W. Manchala, “E-Commerce Trust Metrics and Models,” IEEE Internet 

Computing, April 2000. 

[13]  J. Su and D. Manchala, “Trust Vs. Threats: Recovery and Survival in Electronic 

Commerce,” Proceedings of the 19th IEEE International Conference on 

Distributed Computing Systems. 

 23



 24

[14]  J. Su and D. Manchala, “Building Trust For Distributed Commerce Transactions,” 

Proceedings of the 17th IEEE International Conference on Distributed Computing 

Systems (ICDCS ‘97), pp.322-329, May 1997. 

[15]  W. Pedrycz and F. Gomide, An Introduction to Fuzzy Sets: Analysis and Design. 

the MIT Press, 1998. 

[16] G. J. Klir, U. H. St. Clair and B. Yuan, Fuzzy Set Theory: Foundations and 

Applications. Prentice Hall, 1997. 

[17] L. David, Handbook of Genetic Algorithms. New York: Van Nostrand Reinhold, 

1991. 

[18] G.J.E Rawlings, Foundation of Genetic Algorithms. San Mateo, CA: Morgan 

Kaufmann, 1991. 

[19] T. Back, Evolutionary Algorithms in Theory and Practice. New York: Oxford 

Univ. Press, 1996. 

[20]  H. Zhuang and Y. Wang,  “µ-Law Tuning of a Fuzzy Lookup Table,” Intelligent 

Automation and soft Computing, Vol. 8, No. 1, pp. 1-14, 2001. 

 


	I. Introduction
	II. Basics of Trust Modeling
	2.1 Objective and Basic Idea of Trust Modeling
	2.2 Basics for Fuzzy Trust Modeling
	Trust
	Transacting entity
	Verification
	Trust variables
	Semantic relationship

	Two trust variables are semantically related if their combination quantifiably measures trust.
	Electronic commerce trust relationship (ECTR)
	Weighted trust surface (WTS)
	Fuzzy trust surface (FTS)

	2. 3 Trust Variables and Their Semantic Relationships
	History
	Price
	III. Construction of Fuzzy Trust Module
	IV. Cost Evaluation Module

	V. Parameter Tuning Module
	(a)                                                                       (b)
	In our simulation model, we have the following assumptions:
	
	
	
	�







